
BE SMART 
WITH YOUR 

SMART THINGS

CHECKLIST TO HELP ENSURE YOUR SECURITY

*******

Review the privacy policies 
and practices of your devices, 
including data collection and 

sharing with third parties. 
Your settings can be 

inadvertently changed during 
updates. Reset as appropriate 

to reflect your preferences.

Review all passwords creating 
unique passwords and user 

names for administrative 
accounts and avoid using the 
same password for multiple 

devices. & delete guest codes 
no longer used. 

Be aware of the applications 
installed on devices and 

download applications only 
from reputable providers, 

such as the iTunes App Store 
or Google Play, rather than 
gray-market app platforms. 

Review privacy settings on 
your mobile phone(s) including 

location tracking, cookies, 
contact sharing, bluetooth, 

microphone and other 
settings. Set all your device 

and applications to prompt you 
before turning on and sharing 

and data.

Confirm devices and their 
mobile applications are set for 

automatic updating to help 
maximize protection. Review 

their sites for the latest 
firmware patches.

Inventory all devices within 
your home and workplace that 
are connected to the Internet 

and network. Disable 
unknown and unused devices.

Contact your Internet Service 
Provider (ISP) to update 

routers and modems to the 
latest security standards. 

Change your router service 
set identifier (SSID) to a name 

which does not identify you, 
your family or the device.

Review devices' warranty 
and support policies. If they 

are no longer supported 
with patches and updates, 

disable the device’s 
connectivity or discontinue 

usage of the device.

Before discarding, returning 
or selling any device, remove 
any personal data and reset it 
to factory settings. Disable the 
associated online account and 

delete data.

Patients should be informed 
about the capabilities of any 
medical devices prescribed 

for at-home use. If the device 
is capable of remote operation 

or transmission of data, it 
could be a target for a 

malicious actor.
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