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Driving Your Cloud  
Strategy with Private 
Network Solutions
There is no understating the impact of secu-
rity and network connectivity on today’s cloud 
environments. Yes, clouds can scale, expedite 
processing, and reduce costs, but they also 
incur risks associated with multi-tenancy, avail-
ability, and access control. How users connect 
to the cloud is vital because not only are security 
risks non-negotiable, but performance, flexibility, 
and reliability are critical as well, which leads to 
a heavy emphasis on combining strong security 
with private network ecosystems. 

Cloud Challenges
The importance of cloud security is highlighted  
in a IDG Research Services Cloud Strategy 
Quick Poll study, which revealed that among  
IT professionals, improved data security is  
listed as critical by nearly 40% of respondents—
more than any other response, including faster 
time to market and operational efficiency. The 
critical importance of security is further empha-
sized in the study when concern about security 
is cited as the number one challenge facing IT 
organizations with cloud deployments, followed 
by compliance, regulatory requirements, and 
budget constraints. 

Despite the rapid rise of cloud-to-IT icon 
status, one remaining shortcoming is the failure 
of most organizations to overcome their fear 
of transmitting mission-critical, tier one data 
from on-premise data centers to the cloud. This 
reluctance is reflected in the IDG Cloud Strategy 
study, which shows that 40% of respondents—
the single largest group—report that business 
application hosting, e.g., ERP and CRM, is 
currently conducted in data centers rather than 
in the cloud. However, over the next 18 months, 
that 40% statistic will drop to 21% as these apps 
move to the cloud. This is also true for other 

applications and services such as e-mail server 
hosting, business continuity, disaster recovery, 
data storage and retrieval. 

Private and Public Networking 
Scenarios
Phenix Energy Group is an organization dedi-
cated to creating and developing large, complex 
projects that have both a technological and hu-
manitarian purpose behind them. This includes 
oil and gas pipelines, as well as data manage-
ment and telecommunications infrastructure. 
Phenix Energy Group maintains two data  
centers: one at its Tampa, FL headquarters,  
and the other at its pipeline site in Honduras.  
The company’s highly secure private cloud 
serves both locations and relies entirely on third-
party encrypted, commercial, private grade fiber 
between the two sites. 

According to John Becker, Chief Governance 
Officer, “The primary issue for us is that our profit 
is based on uptime with our pipeline, and when-
ever it goes down that costs us $18,000 per min-
ute. It takes us nine hours to get it back online at 
a minimum, so we lose $9 million for any kind of 
pipeline problem. This creates the emphasis on 
security, as well as the efficiency and effective-
ness of our pipeline and security systems.”

When Becker is asked if a successful cloud 
depends on a successful network strategy, he 
quickly replies, “It’s hand and glove.”

According to Mark Bowker, Senior Analyst 
with the Enterprise Strategy Group, developing a 
secure public cloud connect strategy is no mean 
feat. “It takes a pretty sophisticated IT shop to 
understand that while there is value in consum-
ing from a public cloud, it is wise to move your IT 
resources closer to it with a direct connection,” 
Bowker says. “You can’t risk the possibility that 
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the Internet is going to have latency problems, 
or connectivity problems, or poor application 
performance problems, so the only way to really 
solve the distance and performance challenges 
is by having an architecture that allows closer 
proximity of your other tiers to that compute tier 
in the public cloud. That’s what you’re doing with 
a company like Level 3.” 

Bringing Clouds and Networks 
Together
Ultimately, it is not possible to have a success-
ful cloud strategy without a successful network 
strategy based on security, control, and flexibil-
ity. Many cloud users rely on the flexibility of the 
public Internet. However, as Bowker notes,  
it is not reliable because performance attributes, 
such as low latency, are not guaranteed as they 
are in private networks. In contrast to this uncer-
tain public Internet environment, private network 
services bring order to the cloud by providing 
SLAs, more security, reliability, and control—
all of which are important for moving tier one 
workloads.

The Importance of a Flexible 
Ecosystem
Network access must include a seamless,  
private connection between users’ private 
and public cloud environments to any network 
platform, business location, or other private and 
hybrid clouds. The solution should also provide 
pre-established links to leading service providers 
including private network WAN connections to 
Amazon Web Services and Microsoft Azure that 
allow users to scale rapidly once connected and 
pay on a usage basis. 

Security: A Shared Responsibility
Security is a shared responsibility between the 
cloud provider, the network provider and the 
customer. It provides a multi-tiered approach 
ranging from the application layer and user  
authentication down to the physical security  
of buildings, plus policies and procedures— 
all integrated within the network. Examples of 
shared security practices include limiting access 

to facilities, providing good end-user credentials 
management, and minimizing ports to the  
public Internet. Secure cloud strategies also 
include Distributed Denial of Service (DDoS) 
mitigation, firewall encryption, and two-factor 
authentication.

Level 3 Cloud Connect Solutions: 
Creating a Clear Path
By teaming with cloud and data center provid-
ers, Level 3 Cloud Connect Solutions provide 
customers with the benefits of the cloud along 
with the security of private network ecosystems. 
Users gain access to network services, intercon-
nects, and operating procedures to securely link 
up with leading global cloud and data center  
providers. This is done by using Level 3’s end-
to-end fiber network with multiple, low latency 
routes, providing reliable, high-performing, and 
secure cloud ecosystems with vendor-agnostic 
connectivity. Level 3’s Cloud Connect Solutions 
can provide customers with access to Amazon 
Web Services, Microsoft Azure, Google Cloud, 
and HP Helion.

Access is further offered to multiple external 
or third party datacenters. These well-developed 
ecosystems afford businesses speed and flex-
ibility for connecting and changing their cloud 
resources. 

In addition to application testing and devel-
opment, a website might use its web tier in the 
cloud to deliver the web layer. For example, in 
the case of financial transactions, a user may 
rely on a private connection to deliver the web 
layer because it guarantees the response time 
for that transaction.  Some industries, such as 
pharmaceuticals and publishing, use Level 3 
Cloud Connect for moving large files in and out 
of the cloud.  Another option is moving disaster 
recovery apps to the cloud.

Level 3 is driving cloud strategies with pri-
vate network solutions globally. In making that 
commitment, it has created opportunities for its 
customers to confidently, flexibly, and securely 
migrate their least sensitive and most mission-
critical data to the cloud knowing it is safe and 
easily accessible.■
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