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TAKING STOCK: WHY YOU NEED INTERNAL AUDIT 
SOFTWARE, AND REASONS TO SELECT A NEW INTERNAL 
AUDIT SOLUTION

If you are reading this guide, you may already be some way down 
the road to the decision to buy a new internal audit management 
solution. Even so, you may encounter resistance from other 
parts of the organization – such as the finance department – as 
to why purpose-built software is needed to support internal 
audit work. In fact, the Institute of Internal Auditors (IIA) does 
not specifically require internal audit software. However, if your 
internal audit department is to abide by the IIA standards, then 
sufficient and organized documentation is necessary to carry out 
the following internal audit actions: 

•   2000 – Managing the Internal Audit Activity

•  2100 – Nature of Work

•  2200 – Engagement Planning

•  2300 – Performing the Engagement

•  2400 – Communicating Results

•  2500 – Monitoring Progress

•   2600 – Management’s Acceptance of Risks

The workflow and methodology supported by the software 
must be sufficient to allow for both auditors and non-auditors 
to arrive at the same or similar findings, and be organized to 
allow for both auditors and non-auditors to quickly review and 
understand how the audit work was performed.

Typical reasons why organizations decide to make the 
investment in new internal audit software include: 

1.   Unsatisfactory results of a Quality Assurance Review 
(QAR), improvements identified by a Quality Assurance and 
Improvement Program (QAIP) or other less than satisfactory 
comments from regulators, boards, etc. The IIA stipulates that 
“an internal audit activity must obtain an external assessment 
at least every five years by an independent reviewer or review 
team to maintain conformance with the Standards.”

2.   Existing tool outlived its usefulness, is forcing upgrade, costs 
too much to maintain, is insufficient, has poor reporting 
functionality, etc.

3.   New Chief Audit Executive has taken over and has an ability 
and desire to make fundamental changes to the existing 
internal audit approach and workflow.

4.   Adoption of new audit methodology either challenges the 
ability of the older solution or offers an opportunity to adopt 
more standard, commercially-leading software.

5.   Regulatory exam findings and/or fines/penalties.

6.   Regulators requiring better coordination across functions.

7.   Microsoft Word and Excel are the primary audit solution, 
but with growth and more complexity, internal auditors are 
now finding it very difficult to organize and manage multiple 
Microsoft Word and Excel files and the related versions

8.   New software is needed to specifically  organize and track 
internal reviews such as 

o   Policy adherence

o   Secret shopper programs

o   Production quality assurance 

o   Whistle-blowing outcomes

o   Adherence to any type of standard (ISOs, Federal 
Regulations…).

SELECTING AN INTERNAL AUDIT MANAGEMENT 
SYSTEM: CAVEAT EMPTOR

The purchase of an internal audit management system is a 
critical initiative for the future success of any company, and 
involves complicated, company-specific considerations. As 
such, the onus is on the buyer to check and test the quality 
and suitability of the software before a purchase is made. A 
carefully selected internal audit management platform can lead 
to increased efficiency and improved business decisions. The 
decision process involves not only the head of internal audit, but 
also stakeholders from the IT and management groups as well 
as compliance and risk, if the company pursues an approach 
which aligns with the Three Lines of Defense model. 

As the need to review existing systems and issue a tender 
only arises every 3 – 5 years, the head of internal audit and 
involved parties are expected to dedicate a significant amount 
of time to reviewing the performance of existing processes and 
systems, defining their current needs, forecasting future control 
and operational demands, and ranking their requirements 
before issuing Requests for Proposals (RFPs) to carefully 
selected vendors. As responses comprise myriad attachments, 
additional documentation, certifications, references and 
technical documentation, the evaluating panel needs to 
carefully review all responses, which often takes weeks, or even 
months. 

However, if the selection process is not planned coherently 
right from the outset, additional criteria can emerge during the 
evaluation process, leading to delays and lost opportunities. 
The evaluation round can be concluded far more swiftly and 
with better, more robust and transparent results if an industry 
standard template is used to provide a framework for evaluation 
and  selection. In fact, many organizations engage external 
consultants specifically to develop RFP templates and provide a 
pre-screening service for responses.  

DEFINING THE SCOPE

At the outset, stakeholders need to be 
brought together to define the processes 

and activities to be covered, and also identify the activities that 
will not be specifically covered. The timing of the project (start 
to finish) needs to be agreed, in addition to the process owners’ 
expectations and requirements. 

The Internal Audit Solution Buyer’s Guide can facilitate this 
process: It is an important tool to help streamline the vendor 
evaluation process and enable organizations to objectively 
grade prospective vendor solutions and the operational impacts 
they will have on a company. Once external options have been 
objectively reviewed, the panel then first of all provide a “Buy vs. 
Build” recommendation for a future internal audit technology 
solution, and then proceed to identify the best third party 
software, should the decision be made to buy an off-the-shelf 
solution, rather than building one in-house. 
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The Buyer’s Guide provides the information required to complete 
an objective and thorough evaluation of each solution and will 
empower decision makers to determine:

    •   The breadth and depth of each solution providers’ 
functionality, as well as their ability to meet specific needs.

•    A system’s ability to quickly and cost-effectively meet 
changing regulatory requirements and evolving business 
needs.

•   How to generate a strong return on investment by increasing 
audit efficiency.    

We suggest using a quantitative, easily repeatable process 
to score vendors, by providing a column or text box next to 
core capabilities so that the vendor can provide any additional 
information on how their product meets your requirement. In 
addition, each selection criteria should receive a weighting so 
that once the vendors response is scored on a scale from 1 to 10, 
each specific evaluation criteria can be weighted by importance, 
resulting in an objective and easy to compare evaluation of each 
bid. 

KEY SELECTION CRITERIA

The Internal Audit Solution Buyer’s Guide is divided 
into several sections. Each section provides detailed best 
practices criteria compiled based on knowledge of hundreds of 
RFPs received by Thomson Reuters from leading institutions 
across the financial services, government and manufacturing 
industries, as well as discussions with current Thomson Reuters 
customers and Big 4 consultants working across a variety of 
industries in the Americas, Asia-Pacific, Europe, the Middle East 
and Africa. 

Key considerations for the internal audit technology are threefold: 
Time, cost and functionality. In considering these different 
variables, it is advisable to set a clear and realistic timeline for 
evaluating the current state and defining and achieving the desired 
future state. A possible timeline for a medium to large sized 
organization could be as follows: 
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In addition, high-level business requirements for the future 
internal audit technology should consider how the solution:

1.   Supports vision, mission, charter and strategies; also be 
compliant with company policies.

2.   Delivers on the desire to further connect internal audit 
activities to company strategies, ERM,  various compliance 
initiatives, and have higher level auditable entities and audit 
reporting.

3.   Enhances effectiveness  and efficiency of internal audit 
resources.

4.   Increases execution consistency; customizes practices only 
when necessary.

5.   Enhances transparency for issue validation and emerging 
risks.

A.  ENTERPRISE RISK AND AUDIT MANAGEMENT 
FEATURES 

This section requires each vendor to explain, in detail, 
how their application addresses your organization’s audit 
planning, execution and reporting requirements. In addition, 
when selecting an audit management solution, it is important 
to consider how the software will support the internal audit 
function in its endeavor to improve their organization’s overall 
enterprise risk management (ERM). The Institute of Internal 
Auditors advises that internal audit’s “core role with regard 
to ERM is to provide objective assurance to the board on the 
effectiveness of risk management. Indeed, research has shown 
that board directors and internal auditors agree that the two 
most important ways that internal auditing provides value to the 
organization are in providing objective assurance that the major 
business risks are being managed appropriately and providing 
assurance that the risk management and internal control 
framework is operating effectively.” (IIA POSITION PAPER: THE 

ROLE OF INTERNAL AUDITING IN ENTERPRISE-WIDE RISK 
MANAGEMENT, 2009) The technology supporting internal 
audit is instrumental to the efficient and effective delivery of 
quality internal audits. Technology impacts nearly all aspects of 
internal audit: annual risk assessment, audit plan development, 
audit execution, data analytics, and reporting, project and 
resource management, and external reporting (e.g. board, audit 
committee, regulators). In addition, the technology is integral 
for the documentation, testing, tracking, and issue monitoring 
of Internal Controls and related regulatory requirements, such 
as those stipulated by the US Sarbanes-Oxley Act, the European 
8th Company Law Directive and the Australian Corporate Law 
Economic Reform Program (CLERP 9).   

Chief audit executives selecting a new solution will generally 
wish to consider the following functionality: 

1.   Ability to conduct risk assessments within the technology, 
rather than outside the technology.

2.   Ability to enable the internal audit methodology from control 
identification to testing of controls.

3.   Ability to perform various types of internal audit activities: 
assurance, advisory, compliance, and various other types of 
reviews. 

4.   Ability to document by process, risk, and controls, rather than 
just checklists.

5.   Ability to handle issues and management action plans.

6.   Ability to produce various reports for internal and board-level 
metrics.

7.   Ability to handle resource scheduling and time reporting.

These capabilities are covered in more detail below. Ask the 
vendor to score their capabilities on the following scale: 

Organizations are typically looking to achieve a central repository of data that supports appropriate sharing, 
eliminates silos, and enables the detection of business-wide trends. 

TYPICAL CURRENT STATE   

Data in Silos

Process Inefficiencies

Subjective Data

High Cost of Governance, Risk, Audit 
and Compliance

Poor Visibility – Lack of reports

DESIRED IDEAL STATE

Process Efficiencies

Objective Data

Lower Cost of Governance, Risk, Audit 
and Compliance

Dashboards, Reports, KRIs
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In order to support an objective process that is repeatable and transparent, the vendor should be asked to answer all criteria with a 
number, rather than with a narrative or yes/no:  

1 = Standard Feature

2 = Requires Customization

3 = Future Version

4 = Not Available

B.  TECHNOLOGY 

In addition to the details of the general 
technology requirements, the technology section 

encourages buyers to consider the vendor’s configuration 
approach and the system’s ability to upgrade. Buyers should 
consider the system’s overall architecture and compatibility with 
the current IT systems in place. 

In addition to being intuitive and user-friendly, the solution 
should strike the right balance between supporting automation 
and critical thinking, as more and more internal audit functions 
distance themselves from a ‘checklist’ mentality and move 
towards an insight and value-driven approach. 

When assessing how the software will need to be supported by 
internal Corporate Technology, key considerations will include 
whether to opt for a Software-as-a-Service (SaaS) model, which 
places no stress on in-house IT support and delivers upgrades 
quickly, or for a locally installed or hosted system, which offers 
greater control over IT security, but may be less suitable for 
companies looking to keep IT budgets low and outsource 
support functions to third party experts. SaaS selection criteria 
are set out in detail in section B.1.

ENTERPRISE RISK MANAGEMENT FUNCTIONALITY

Does the software provide a top-down strategy to identify the main organizational objectives and the risks to meeting 
those objectives?

Does documentation start at a strategic level, layers above the aggregation of all existing risks and controls in the 
business operations?

Does the software have a systematic and structured way of aligning an organization’s approach to risk with its 
strategy?

Does the software integrate the concepts of strategic planning, operational management and internal controls?

Does the software identify future growth opportunities and strategic objectives for the business context (via facilitated 
sessions or surveys?)

Does the software allow the ability to develop or adopt a risk framework (COSO ERM, FERMA, OCEG, Australia/New 
Zealand 4360, or other similar frameworks?)

Does the software have the ability to identify and assess the most significant risks to achieving the objectives and 
opportunities?

Does the software have the ability to create a risk summary report that describes key risks, how they are being 
managed and monitored, remediation of key issues, and accountability?

Does the software have graphical, color-coded reports of strategic objectives and the evaluation of risk where specific 
criteria are accessed and assessed?
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APPLICATION INFRASTRUCTURE

What level of encryption, if any, is used to encrypt data in transit? 

Is the application deployed in a redundant configuration? 

Are the hosting servers hardened?  

Are firewalls deployed between each application tier? 

Is the solution configured as a multi-tenant application?  

What ports and services are utilized by the application?

How is user input validated to prevent malicious use of the application?

Describe the security of your application. How did you develop your application with security in mind? 

SYSTEM MANAGEMENT

Identify all troubleshooting (debugging) tools you provide.

Does your system require downtime windows? How often and for how long?

Are administrative rights required for client or service accounts?

Does back-end software operate as a service?

Is the application affected by console access (login/logout?)

Are there any support restrictions for system patching?

What platform does your development team write and test this application with initially?

SECURITY AND ACCESS CONTROL

Does the application integrate with any services for authentication and group membership?

Define the user roles, groups and policies required for implementation. 

Does the application integrate with any third-party web single sign-on products?

Is LDAP authentication supported?

Describe the security of your application. How did you develop your application with security in mind?

Describe how your application utilizes secure protocols. What protocols are supported?

What ports and services are utilized by the application?

Does running the application require root or administrator access? Please specify. 

What modifications to the operating system are required by the application?

How are access permissions set and modified?

Describe the administrator role.

Can the administrator reset a user password?

Does the application allow the administrator to set security rules and password controls?

Does the solution enforce password changes? If so, can we indicate what the length of time is?

Does the solution always transmit and store passwords in a one-way encrypted format?

Can passwords ever be seen, including by administrators? 

What encryption protocol is used to transfer data? 

What encryption level is used to store and transfer data? 

Do end users have a direct connection to the database? If so, how is security through this connection managed?

How is the data backed up? Are backup/recovery scripts provided? What is the disaster recovery plan/strategy for the 
product?
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UPGRADES AND RELEASES 

Does periodic maintenance include updates and upgrades to this application? What is the frequency of upgrades?

How are major releases scheduled? When is your next major release scheduled?

How are any customizations or configurations rolled forward in an upgrade?

Can an upgrade or release be skipped?

How many versions of the product do you support?

What length of time is a prior release supported?

Are test scripts provided to certify proper installation?

Is a demo instance or environment provided with sample data?

Are aggregated bundles of updates, patches, and service packs provided to simplify maintenance?

Have product releases included special conversion processes?

B.1  SOFTWARE AS A SERVICE (SAAS) 

A SaaS model is often preferred by companies that want to avoid 
having their in-house IT teams support the internal audit system, 
while locally installed or desktop-based solutions tend to work 
best for small to medium sized teams.

If the application is available in an on-demand SaaS format, ask 
the solution provider to answer the following questions.

SAAS OPERATIONS
•   Does your system require downtime windows? How often and 

how long?

•   When are upgrades applied to the SaaS application instance?

•   What monitoring tools are used, if any, to determine the health 
of the environment?

•   Describe how your application utilizes secure protocols. What 
protocols are supported?

•   Can you support service level requirements (e.g. 24x7x365 
system availability)?

•   Who has access to the hosting infrastructure? How is this 
connection secured?

SAAS DATA CENTER
•   Who owns, operates and manages the data center?

•   Is your data center audited on an annual basis by a 3rd party 
(SAS70 Type II)?

•   Is the data center protected by intrusion detection systems?

•   Are network components configured for high availability?

•   Describe your disaster recovery plan.

•   In the event of a power outage, are there Uninterruptible 
Power Supply (UPS) systems in place? How long will they keep 
the servers up and running?

•   Does the data center have multiple internet feeds?

SAAS DATABASE
•   Describe the technology used for the solution’s document 

repository.

•   What database is used to develop and test in first?

•   Will the database be accessible for use by other applications? 

•   Is the database easy to access directly? (Ex. No proprietary 
encryption, odd or cryptic table / field names, etc.)

•   What tools do you provide to help size the system database?

•   What do you provide for install and sizing scripts for the 
system database objects?

•   Does your application depend on specified schema-owner or 
user names/passwords to the database? Does the schema 
owner need databaes administrator DBA access for the 
application to function?

•   What system database functions require DBA access to be 
performed?

•   Does the application require a specific operating system for 
the database server?

•   Describe any messaging software your system uses to connect 
to the database. Do the connections stay connected at all 
times, or are they transaction-based?

SAAS PERFORMANCE
•   Identify the maximum number of named users, logged-on 

users, and concurrent users your solution will accommodate. 
Include largest implementations.

•   Identify the maximum number of concurrent transactions your 
solution will support.

•   List hardware system requirements for a user base of (insert 
your estimated number of users) concurrent users.

•   Describe any documented stress testing methods/results.

•   Describe the average amount of data transmitted per 
request. 
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SAAS PRODUCT LICENSING AND OTHER REQUIRED 
SOFTWARE

•   Describe additional third-party software packages required 
by your solution. Are these acquired through you or 
independently? Are any separate licenses required?

•   What is your strategy for providing coordination of support for 
third-party packages? 

SaaS Integration 

•   Identify all third-party integration tools required for your 
solution, i.e., messaging, Enterprise Application Integration 
(EAI) 

•   Do any known hardware/software incompatibilities exist?

•   Is the application XML compliant? 

•   Which data export and import formats are supported?

•   Which versions of the Windows operating system are certified 
for running the application? 

•   Which versions of the Windows operating system are 
supported?

C.  PRICING

The solution should have predictable and fixed licensing 
costs, and use as much out-of-the-box functionality as 

possible. This will not only reduce the initial implementation costs, 
it will also reduce the maintenance, development, support and 
training costs over the years to come. In addition, it is important to 
consider the total cost of ownership (TCO). Some important TCO 
components are hardware, implementation and consulting fees, 
training, customization, maintenance, security, and operational 
costs.

D.  TRAINING, IMPLEMENTATION AND SUPPORT

This section supports the evaluation of the training, 
support and implementation options available from each vendor, 
including the number of applications that have been deployed 
and the implementation process. 

•   What implementation services are available?

•   How many times have you deployed your application?

•   Do you include project management with your services?

•   Is data conversion part of your services?

•   What is the typical implementation approach, including kick-
off calls, technical reviews, design reviews and user acceptance 
testing?

•   What is a typical implementation timeline by week, including 
key activities each week, the number of resources on the 
client and the vendor end and projected length of time for 
implementation?

•   What is your organization’s training approach?

•  Do you offer any methodology training?

•   Do you offer computer-based training modules? Please 
describe these services in detail.

•   What is your service desk response time?

•   What is your support model, e.g. follow-the-sun. How many 
hours per day is live support available? 
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E.  COMPANY FINANCIALS, STAFFING AND LONG-TERM PLANS

 This section allows decision-makers to capture detailed information about the prospective vendor and the type of support they 
are capable of offering. We recommend that you include the following data fields in your RFP:

!
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GENERAL INFORMATION

Company name

Office locations

Company telephone

Company fax

Website

Year company was founded

Leadership team, title and years with the company
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FINANCIALS

Public or private

Describe ownership structure 

Total corporate revenue in US Dollars and revenue attributed to the business unit providing the proposed solution. 

What is the percentage of venture capital investment in your organization? How is the venture capital group 
represented on your management team?

Stock exchange and ticker symbol, if applicable

E.2 FINANCIALS
The vendor’s ownership structure and financials provide an indicator of future developments and their ability to provide a long-term 
partnership. 

EMPLOYEE INFORMATION

Total number 

Number by function

Sales

Marketing/alliances

Professional services

Technical support

Research and development

General and administrative

Other

E.3. EMPLOYEE INFORMATION
This section prompts the solution provider to disclose the number of employees supporting the proposed solution, and their 
distribution by function. This information provides an indication of key employee risk and the vendor’s ability to provide continuity of 
customer service.  

E.4  VISION
This gives the providers an opportunity to outline their longer term roadmap and indicate strategic alliances, integration and the 
product development roadmap.  The answer should indicate to what extent the solution is future proof for the next 5 to 10 years, 
and how the vendor is planning to scale and maintain products, processes and operations. This means being able to support the 
expected growth without structural changes to the architecture and high-level solution. This does not imply that no additional 
investment in hardware is required to support this load.

VISION

Please comment on your company’s vision and heritage.  Attach any supporting documentation.

E.1 CONTACT INFORMATION:
This section simply captures details of the person who will be your main contact point.

CONTACT INFORMATION

Proposal contact name

Title

Contact address

Contact telephone 

Contact email address

Contact mobile phone
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RISK MANAGEMENT SOLUTIONS FROM THOMSON REUTERS
Risk Management Solutions bring together trusted regulatory, customer and pricing data, intuitive software and expert insight and services – an 
unrivaled combination in the industry that empowers professionals and enterprises to confidently anticipate and act on risks – and make smarter 
decisions that accelerate business performance. 

For more information, contact your representative
or visit us online at risk.thomsonreuters.com

F.1.  CUSTOMER BASE

Total Number of Customers

New Customers added in the previous year

YTD

Last year

Percentage of customers renewing their contracts 

USER GROUP

Do you maintain an active user group

Year established

Frequency of meetings

Date of last conference

Number of customer delegates at the last conference

F.  CUSTOMER BASE & USER ENGAGEMENT

This section indicates how widely the software is used, and whether the customer base is growing or shrinking – an 
important indicator of software performance and innovation. 

F.2  USER GROUP
This information is used to establish how engaged the vendor is with its clientele, and vice versa. 
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REFERENCES

Reference 1

Reference 2

Reference 3

Selecting a new internal audit management tool is one of the most important decisions a chief audit executive has to make during 
the course of his career – the right tool can help lay the foundations for future success, while the wrong tool can quickly turn into a 
daily reminder of a decision gone wrong. When it comes to making the right decision, haste makes waste: It is better to spend the 
additional time at the beginning making sure requirements are properly captured, documented and prioritized, than to try and slice 
the daily loaf of audit bread with a spoon. 

F.3  REFERENCES
In this section, the vendor should provide contact details for three organizations similar to yours, which already use the software and 
are willing to discuss their use and experience of dealing with both the software, the vendor and their support teams.  

This provides an opportunity to ask about the length of the implementation, obstacles encountered, how long they have been 
using the product, how many releases they have experienced, how smoothly the transition is from one release to the next, and how 
responsive they are finding the technical helpdesk and account management team.  


