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Introduction 
Recent developments in terrorist tactics and targeting in Europe have highlighted an evolution 
of the threat away from attempted use of Improvised Explosive Devices (IEDs) towards methods 
that have a higher likelihood of avoiding prior disruption by security forces, notably use of 
firearms (Paris, November 2015) and vehicle impacts (Nice, July 2016, and London, March 2017). 
Such attacks have increased the terrorist success rate in terms of causing casualties, disruption 
to economic activity, and creating public fear. Although they have not led to significant property 
damage, they have increased business’ concern about their personnel and disruption of their 
operations. Consequently, demand for insurance products is evolving, with increasing demand 
for protection against events such as cancellation of scheduled events, or ‘loss of attraction’ 
as customers and supply chains are disrupted by terrorist actions or the consequent security 
forces response across broader areas of a city. It is not only an attack by clearly-defined terrorist 
actors that can disrupt a company – equally, protest and riots can affect large swathes of a city, 
or critical transport infrastructure. The political dimension is also key – not only understanding 
how security forces will react to threats and the impact that may have on operations, but more 
broadly how the decisions of governments on issues such as boycotts or sanctions feed into the 
likelihood of events being cancelled or businesses being unable to operate.

Event disruption pathways
Event cancellation and loss of attraction risks pose a particularly challenging intelligence 
problem for insurers due to the multitude of ways in which they can occur. Understanding the 
various disruption pathways outlined in Figure 1 and configuring risk analytics accordingly is the 
key to cutting through the complexity. In this paper we outline a multi-layered methodology 
that enables an underwriter to rapidly assess the risk of disruption to a scheduled event or 
business. We then use a case study focussing on global touring schedules in 2017 to outline a 
five-step process for analysing event cancellation risks based on datasets and tools available on 
IHS Markit’s Connect platform.

Location threat
 ‒ Direct threat of political violence to the venue.
 ‒ Direct threat of political violence to the event.

Ambient risk
 ‒ Risk that political violence elsewhere in the surrounding 

environment will cause disruption to the event or venue.
 ‒ Risk that the state response to political violence in the surrounding 

environment will cause disruption to the event or venue.

Contingent risk
 ‒ Risk that disruption to a contingent event or infrastructure will 

cause disruption to the event or venue.

Figure 1 - Event disruption pathways
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Location and event risk
Although the location and timing of terrorism attacks is 
extremely difficult to forecast, terrorism and other forms of 
political violence are not random acts. Understanding how 
the broader political and operating environment enables and 
constrains groups’ and individuals’ ability to carry out violent 
or disruptive acts is central to narrowing down the range of 
uncertainty inherent in these perils. For example, in Western 
Europe and the United States, terrorist actors’ relative lack of 
technical capability and operational security constrains their 
ability to execute sophisticated attacks against hardened 
targets (e.g. government buildings), whilst also heightening 
the risk of crude attacks targeting crowded, public spaces, 
by which the political and disruptive impact can be still be 
very significant. From an insurance point of view, this has 
clear implications for the security of certain types of events. 
Although risks are likely to be spread across a wide range of 
potential targets, symbolical or political factors associated 
with the location and timing of specific venues and events can 
still be critical in target selection. This was apparent with the 
November 2015 attacks in Paris (during which the Bataclan 
concert venue may have been targeted in part of because of its 
reported Jewish ownership and staging of concerts in support 
of Israel) and the July 2016 Bastille Day attack in Nice.

IHS Connect provides a range of qualitative and quantitative 
intelligence that help insurers understand the political 
agendas, targeting priorities and capabilities of the actors 
present in a particular environment, and the associated risk 
implications for events and venues. This includes ‘Hotspots 
and targets’ briefs, which provide an overview of the terrorism 
dynamics in a particular country, and Intelligence Events, a 
searchable database of over 1 million political violence and 
political risk events that enables users to profile the frequency 
and severity of political violence incidents in locations of 
interest, and surface indicators that the risk environment may 
be changing.

Connect users can also search the TerrorRisk database to 
establish whether a venue has particular risk factors that make 
it stand locally in the context of terrorism targeting. TerrorRisk 
is a geospatial dataset of 7,000+ locations in cities worldwide 
that have been identified by IHS Country Risk’s analyst 
team to provide risk differentiation in areas of high exposure 
concentration. The database is navigable by occupancy (e.g. 
Stadia or Convention Centres) and location, enabling insurers 
to identify whether a venue is itself identified as a target or is 
located in close proximity to other targets.

Figure 2 – ‘Hotspots and Targets’ assessment for France (right) and TerrorRisk target occupancies in Paris (left)
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Ambient risk
Ascertaining whether a particular event or venue is at 
increased risk of being the intended target for an act of 
political violence is clearly a critical step in the risk analysis 
process because of the direct pathway to event cancellation 
or loss of attraction. Yet for many venues, the risk of direct 
attack is mitigated significantly by the targeting preferences of 
militants or protesters. As the TerrorRisk dataset indicates, in 
some environments violent or disruptive actors are purposely 
selective (e.g. avoiding civilian casualties) or constrained 
in their choice of targets to the extent that the range of 
potential targets is reduced from thousands to hundreds 
or even tens of locations. Elsewhere, targeting of a specific 
location is rendered unlikely simply by the wide range of  
alternative options.

For many such exposures, a more probable disruption pathway 
is political violence occurring elsewhere within the city or 
broader environment, assuming it is of a sufficient scale. 
For example, in November 2015, after one of the suspected 
perpetrators of the Paris attacks was assessed to be hiding in 
Brussels, the city was in effect under lock-down for five days 
as security forces conducted operations, public transport was 
suspended, and public gatherings advised against. A similar 
lock-down occurred in Boston after the bombing of the 
marathon in April 2013.

Although rare, such instances illustrate the systemic disruptive 
nature of events – if they do happen, they can affect many 
businesses across wide geographic zones of a city at the same 
time, particularly if critical transportation infrastructure is 
affected. ‘Ambient risk’ – the likelihood and probable severity 
of a risk occurring in the vicinity of an exposure – is therefore 
critical to understanding cancellation risks not only for 
individual events but also for how multiple correlated claims 
may accumulate. 

IHS Markit’s (‘Every Point on the Planet’) is a geospatial model 
that has been designed to help underwriters measure exposure 
to ambient risk of political violence across large books of 
business. EPOP works by aggregating hundreds of thousands 
of geocoded security incidents and indicator events and 
combines them with analyst insight in order to provide a high 
resolution and forward-looking assessment of the ambient 
risk environment at any location on the earth’s surface. 
Underwriters can pair EPOP risk scores with proprietary 
data and metrics that reflect the business significance of the 
individual exposures in order to hone the analysis in on events 
where costs associated with cancellation are likely to be  
more significant.

Incident response
When political violence incidents do occur, the nature of the 
state response is often critical in determining the likelihood of 
reduced attendance or events being cancelled. This brings into 
play an additional set of questions. How effective are police 
at conducting operations in a targeted manner that avoids 
causing widespread disruption? Can the security forces supply 
adequate security for an event to go ahead, or are they so 
overstretched by other operations that an event will be forced 
to cancel? From the war peril angle, the attempted military 
coup in Turkey in July 2016 highlights similar dynamics, with 
competing factions of security forces fighting in Istanbul and 
Ankara and locking down access to airports, bridges and other 
critical transport and communications infrastructure. Analysis 
of this broader array of ambient political factors is supported 
on Connect in the form of country level risk scores, which 
can be exported and incorporated into the analysis workflow 
alongside the EPOP political violence scores. Key risk perils 
and their relevance to event cancellation are summarised in 
Table 1.

IHS Markit Risk Score Definition Relevance for event cancellation 

Political violence
Location level (EPOP model)

The risk of disruption in the immediate 
environment as a result of protests and 
riots, terrorism, insurgency, criminal 
violence, or civil/interstate military conflict.

Scores can be extracted for event locations 
themselves, or for infrastructure critical 
to the transit of personnel or customers 
to an event or business (e.g. airports, rail 
networks). 

Labour strikes
Country level

The risk that strikes, other forms of 
industrial action (e.g. work to rule, go-slow, 
overtime bans, sit-in/occupations) disrupt 
normal movement, business operations, 
and activity.

A key consideration is the extent to which 
an event is contingent on transportation 
assets. Urban topology may reduce 
vulnerability to labour unrest if there are 
adaptive routing options for accessing the 
area during disruptions. 
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Government instability
Country level

The risk that the government (the central, 
sovereign, or highest political authority 
in a country, or the individuals or groups 
constituting it) will change in the next year. 

Proxy indicator for the extent to which 
security incidents are treated as a public 
safety issue, or a political threat. In higher 
risk environments, the perception among 
a political elite of vulnerability (e.g. to a 
military coup or popular uprising) may 
indicate a greater likelihood of violent 
or disruptive state responses to security 
incidents because they are viewed as an 
existential threat to government survival. 

Counter Terrorism Capability
Country level

The capability of the national government 
to mitigate and respond effectively to major 
incidents.

The extent of security agency funding, 
professionalism and cooperation is critical 
to their capacity to response effectively 
to major incidents. Events taking place in 
countries where CT capabilities lag behind 
the threat level may be more vulnerable 
to claims associated with major incidents 
being poorly handled. 

Infrastructure disruption
Country level

The likelihood of disruption to and/or 
inadequacy of infrastructure for transport, 
including due to terrorism/insurgency, 
strikes, politically motivated shutdowns, 
natural disasters; infrastructure includes (as 
relevant) roads, railways, airports, ports, 
and customs checkpoints.

Indicator of the adequacy of infrastructure 
and its resilience to disruption as a result 
of political violence events or the state 
response to them. 

Table 1 - Ambient Risk Score Components

Contingent pathways
Table 1 highlights how the same datasets used to identify 
ambient risks to event venues can also be used to identify 
risks to known key infrastructures on which they depend. 
In extreme cases this may even demand that the scope of 
analysis be extended beyond city or country boundaries. 
For example, the disruption pathways relevant to touring 
schedules are often particularly complex. Each stop on a 
tour, as well as being exposed to risks associated with the 
specific location and timing of the event, may be contingent 
on the smooth-running of tour dates that precede it, 
which in turn are contingent on a wide range of supporting 
infrastructures (e.g. roads, airports, ports). In short, the more 
information the underwriter can acquire about an event (e.g. 
sequencing, logistics, contingent infrastructure) the greater 
the application for targeted risk analytics in reducing the 
uncertainty surrounding cancellation.

Other political factors 
The risk factors addressed above are illustrative but not 
exhaustive of the ways in which political drivers create 
pathways to event cancellation. Reduced attendance or the 
non-appearance of key featured persons may ultimately come 
about as a result of ‘non-physical’ dynamics, such as disputes 
between countries that result in the withdrawal of visas or 
travel bans. Understanding the political currency of major 

events in the eyes of their political sponsors or host nations 
can be essential. Some governments, for reasons of domestic 
politics or to maintain investor confidence in their economy, 
may exert pressure to ensure that it is ‘business as usual’, 
potentially creating alternative problems if security risks and 
operational challenges are real.

Moreover, in some circumstances public sentiment may be 
a more important driver of reduced attendance than official 
decision-making or actual threat levels. For example, a terrorist 
attack in one country may lead to a parallel loss of attraction 
in the eyes of tourists of other locations that are perceived 
as related. Conversely, in territories that are sensitised to 
terrorism being ‘normal’, there may be less pressure on the 
part of the assured to make claims as businesses and their 
customers are more likely to carry on with planned activities. 
Ultimately the political relationships and factors that drive 
event cancellation risk cannot always be easily quantified and 
may require additional research and analysis to supplement 
the risk analytics approaches detailed above. The IHS Country 
Risk analysis team regularly supports underwriters in the 
form of bespoke reporting and ‘slip analysis’. In a recent 
assignment, the Middle East and North Africa (MENA) team 
provided analysis on periods of national mourning in response 
to the deaths of rulers in the region, the location and duration 
of which depend on an array of political relationships between 
countries and the rulers.
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Case study
In this section, we use a case study based on performing tours to demonstrate how the approach 
and datasets outlined above can be exploited by an underwriter assessing event cancellation 
risk. The case study is based on publicly available data relating to three touring schedules with a 
combined total of 133 shows due to take place during the course of 2017. The tours are referred 
to anonymously as ‘A’, ‘B’ and ‘C’, but each pertain to a major performing artist embarking 
on a multi-date, intercontinental series of shows that will criss-cross a range of different risk 
environments, often in a short space of  time. The approximate sequence of the tours is shown 
in Figure 3. Tours are notable for their logistical complexity and therefore a good test case for 
the tools and approach presented here. Nonetheless, the approach and datasets exploited in this 
example can be readily applied to analysing event cancellation or loss of attraction risk to a single 
event (e.g. a trade show or sporting event) or fixed asset (e.g. hotels, shopping centres).

Figure 3 – Three tour schedules in 2017 and Political Violence Risks (IHS Markit)

Step 1 – Prepare data in CSV and upload to Connect
The tour data is prepared as a CSV spreadsheet, including the event date, latitude and longitude 
of the tour venues as well as venue capacity and event revenue data that will be used as a proxy 
indicator for the relative cost associated with cancellation. The data is uploaded to Connect via 
the Location Analytics module for further analysis.

Step 2 – Assess location and venue risk
The underwriter begins by looking up the tour venues in the Connect Map tool against the 
TerrorRisk database in order to identify any risk factors specific to the venues themselves. This is 
done by 1) filtering the Target Type to relevant occupancies (e.g. ‘Stadia’) in countries of interest 
and 2) visualising the venue locations on the Connect map tool to ascertain the proximity of 
venues to listed targets. This reveals that several of the tour venues are listed in the database. For 
example, the accompanying intelligence notes for the Beirut, Lebanon, venue that is due to host 
a concert as part of Tour A, highlight that the venue is frequently used for political conventions, 
raising the risk that it would be targeted by agents of foreign governments or jihadists. Although 
there is no suggestion that this risk profile would apply to other types of events held at the 
venue (i.e. rock concerts), this does nonetheless indicate a heightened risk of cancellation or 
relocation if the venue were to be damaged in an attack prior to the event taking place, or of loss 
of attraction if customers do not feel safe attending events held there. 

 

 

IHS Country Risk rating scale

Tour A

Tour B

Tour C

Lowest Highest
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Moreover, plotting the venue location on the map reveals that it is located in close proximity to 
a large number of other targets such as government buildings. When aggregated, these factors 
suggest an increased risk associated with this location than compared to exposures located in 
other quieter neighbourhoods.

Figure 4 – Event venue and TerrorRisk targets in Beirut, Lebanon

Step 3 – Assess ambient risk
In order to quantify and contrast the ambient risk across all of the tour dates, the Location 
Analytics module is used to extract risk scores based on venue location from IHS Markit’s EPOP 
model. The results are exported by the user to a desktop application and presented in the bubble 
chart in Figure 5, which compares the ambient terrorism and civil unrest risk scores for each 
concert venue.
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Figure 5 - Ambient political violence risks for tour dates in 2017

This is an opportunity to consider the exposure data associated with the tour dates. In this 
dataset there is considerable variation in capacity between concert venues and in the expected 
per concert gross ticket revenues between the touring artists, as reflected by the size of each 
bubble in the chart. The underwriter finds that the Beirut concert date, though clearly identified 
as the event most at risk of terrorism, is a relatively minor event in the context of the tour 
portfolio at large. By contrast, the losses associated with the Tel Aviv event, on Tour B, further 
down the terrorism risk axis but still way above the portfolio average, are likely to be much more 
considerable.

The results also illustrate how, in some countries such as South Africa, the pathway to disruption 
from civil unrest risks is much more considerable than from terrorism. In such circumstances, 
other Connect datasets, such as Intelligence Events and Week Ahead assessment, can also help 
the underwriter identify whether there are planned upcoming labour strikes or demonstrations 
(e.g. around political events or anniversaries) that may affect the decision to provide cover.
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Figure 6 – Connect ‘Watch For’ assessment for Cape Town, South Africa

In order to assess the broader array of ambient political risk factors into our analysis, the 
underwriter switches to the Risk and Ratings tool to export country level scores for the risk 
perils and locations relevant to the tour schedules.

Figure 7 – Country level scores in the Connect Risk and Ratings tool

Step 4 – Benchmark risk
In the next step all the location-specific and broader contextual political risks scores are 
integrated into a single worksheet, weighted according to their significance and combined to 
produce a single ‘ambient risk’ score for each tour date. This overall score provides a basis for 
benchmarking across all of the tour dates and underwriting decision making.
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Date Tour City Country
Venue 

capacity
Ambient 

risk War Terrorism Civil Unrest
Counterterrorism 

Capability
Government 

instability
Infrastructure 

disruption
Labour 
strikes

2017-02-10 Tour A Aaesund Norway 14563 0.97 0.48 1.52 0.67 1.5 0.8 0.7 1.3
2017-02-11 Tour A Aaesund Norway 14563 0.97 0.48 1.52 0.67 1.5 0.8 0.7 1.3
2017-06-05 Tour C Aarhus Denmark 25000 1.25 0.56 1.76 0.91 1.6 1.8 0.3 1.3
2017-02-07 Tour A Aarhus Denmark 20032 1.25 0.56 1.76 0.92 1.6 1.8 0.3 1.3
2017-02-18 Tour B Adelaide Australia 53500 1.00 0.35 1.13 0.84 1 1.1 1.1 2.2
2017-07-29 Tour C Arlington US 100000 1.51 0.6 1.69 1.44 2.5 1.2 1 1.6
2017-02-28 Tour B Bangkok Thailand 15000 2.39 1.45 2.75 2.52 2.2 2.6 2.2 2.2
2017-03-11 Tour A Beirut Lebanon 20000 3.54 4.66 5.83 4.2 3 3.3 2.6 3
2017-06-15 Tour C Berne Switzerland 32000 0.96 0.3 1.52 0.33 1.5 1.3 0.3 0.9
2017-05-30 Tour B Bilbao Spain 53289 1.26 0.85 1.74 1.87 1.1 2 0.4 2.3
2017-04-12 Tour C Bogota Colombia 48600 1.86 1.6 3.02 2.79 0.8 1.8 2 3.9
2017-11-16 Tour A Bolzano Italy 3500 1.68 0.95 1.9 2.28 1.3 2.9 0.8 2.8
2017-03-13 Tour C Brisbane Australia 52500 1.11 0.35 1.13 1.29 1 1.1 1.1 2.2
2017-04-20 Tour A Buenos AiresArgentina 3262 2.20 0.69 2.29 3.73 2.3 2.3 1.6 4.5
2017-04-21 Tour A Buenos AiresArgentina 3262 2.20 0.69 2.29 3.73 2.3 2.3 1.6 4.5
2017-08-16 Tour B Buffalo US 80000 1.48 0.6 1.56 1.44 2.5 1.2 1 1.6
2017-05-17 Tour C Cape Town South Africa 64100 2.57 1.12 3.11 5.07 2.3 2.3 1.9 6.1
2017-06-30 Tour C Cardiff UK 74500 1.34 0.77 1.92 1.47 0.9 2.4 0.6 2.1
2017-07-15 Tour A Carlisle UK 20000 1.31 0.77 1.82 1.47 0.9 2.4 0.6 2.1
2017-07-09 Tour A Colwyn BayUK 15000 1.31 0.77 1.82 1.47 0.9 2.4 0.6 2.1

Table 2 – Ambient risk scoring model

Although not explicitly factored into the overall scoring model above, contingent risk factors, 
such as the risk exposure of critical infrastructure, might be considered too. In Figure 8, below, 
the tour dates are laid out sequentially in order to identify any shows that may be vulnerable to 
disruption occurring earlier in the tour. For example, although the local ambient risks scores for 
the Tour A concerts in Manama, Bahrain and Doha, Qatar, are relatively low, both shows are due 
to be held in quick succession after the show in Beirut, where both venue and ambient risks are 
significant. This suggests an increased vulnerability for the subsequent Middle East shows due to 
the heightened likelihood that a political violence incident leads to the closure of the airport in 
Beirut, the main entry and exit point from the country, delaying onward travel.

Figure 8 - Ambient political violence risks for Tour A in sequence

Step 5 – Review & Act
Having gone through the risk analytics process, the underwriter is now in a more informed 
position to make decisions about capacity and risk selection.  Alternatively, if the process has 
flagged up significant intelligence gaps, these may be addressed by commissioning more in-depth 
research by the Country Risk team in the form of ‘slip analysis’. In this case, additional research 
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1. Map locations

Single asset or multiple exposures Upload CSV of locations to Connect

2. Assess Event or Venue Risk

The direct threat to a venue or event Check Connect map’s Terror Targets and Intelligence Events. 
View and download location-specific Political  

Violence scores.

3. Assess Ambient Risk

The threat of disruption due to what happens in the  
wider city or country

Review ‘Hotspots & targets’ and ‘Week Ahead briefs’. 
Download risk scores for political instability,  

labour strikes and other perils

4. Benchmark Risk

Combine scores and compare against overall risk bands 
and wider portfolio

Is a business or event overall at Low risk or Severe? 
Does the risk look attractive given the achievable rate?

5. Review & Act

Decide to write business and appropriate policy conditions If any red flags, ask analyst for bespoke slip review

is carried out into mourning periods for rulers and officials, which is an issue particularly 
likely to impact on tour dates in some countries in the Middle East and has not been factored 
into the analysis thus far. The slip analysis advises that such mourning periods typically last 
between 7 and 40 days in the ruler or officials’ home country, and between three and seven 
days in allied countries. Declarations of mourning are also likely to be declared in the event of 
terrorist attacks, although less so in the case of natural disasters, as doing so is theologically 
problematic, in that it implies an objection to divine will.

Figure 9: Workflow summary
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